PykoBOaCTBO 110 padoTe O CPeaACTBOM
KPpUNTOrpaguyecKou 3auuThI
uHpopmanuu «Pyroxken IIII 2.0»

PYKOBOI[CTBO IIOJIB30BATCIIA

Bepcus 1.2



PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

Conep:xanue

0 0To0i 02 (001 10): 3 (<SP RUSPPPIN 3

L@ 10) 1112 (S0 151 (1 1 SR SSPRR PP 4

[MonroroBka «PyTokeH DIIIT 2.0% K PAGOTE .ovvvviiiiiiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeerereeeeeeeeeeeees 6
HacTpoiika IS WINAOWS ...ccoeiiiiiiiiiiieece e 6
Hactpoiika uist LINUX B MAC OC X ..iiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeereeeeeeeeeeeeeeeeeeereesesreereeeeeerererereeeees 8

PaboTa ¢ «PYTOKEH DIIIT 2.0 ooiiiiiiiiiiiiiiicece e 14
TPCOOBAHUS K DKCTUTYATALIMH ...vvvvenneeeerererennnnnneeeesesssssnnnnneeesesssssnnnnnaseessssssssnnnnseeesssessssnnnneeeeeseennes 14
UcnonezoBanue «Pyroken DL 2.0» npu peructpanuu B cucteMe «iBanky .........cccccvevvviiiiiiineee.n. 14
UcnonezoBanue «Pyroxen DI 2.0» npu Bxoae B cuctemy «iBank» ..., 16
UcnonwzoBanue «Pyroken DI 2.0» npu noanucu nokymenToB B UnTepuer-banke s
KOPTIOPATUBHBIX KITHICHTOB ....evvvuuunnneeeereersunnnnnseeeseesssssnnnnsseeessesssssnnnsaeessssssssnnnnseseessssssssnnnseeeseeessssnnns 19
ITonTBepxacHue NOKyMEHTOB B VIHTepHET-BaHKE JUISl YACTHBIX KIMEHTOB ....eunnneeeiirriiiiinneeeeeennnnneens 19
W1 10170207 (o 01410100712 1 (SR 20
Oo6Hnonenue napaiiBepoB «Pytoker DLIT 2.0» aist WINdOWS .....coovvviiiiiiiiiiiiiiiiiiiiciiieeeeeeeeeeeeeeeeeee, 28




PykoBoacTBO 110 pabote co cpeacTBOM KpuITorpadudeckon 3amuThl nHGopmaruu «Pytoker D1IIT 2.0»

IIpenuciioBue

Hacrosimmii TOKyMEHT SBIISIETCS PYKOBOJACTBOM TI0 UCIIONB30BAHUIO CPENICTBA KPUMTOTPa(UUECKON 3aIlUTHI
nHpopmarmu «Pytoken DL 2.0» (manee «Pyroxen DUII 2.0», USB-Token «Pyroken DLII 2.0») B cucteme
3JIEKTPOHHOTO OaHKKHTa «iBank».

B pasznmene OOmme ceneHust paccMorpero HasHadeHue USB-tokena «Pyrtoxen DOLIIT 2.0» u mpencraeneHa
nH(pOpPMAIIHSI O €T0 COBMECTUMOCTH C Pa3TUYHBIMH OTIEPAIIHOHHBIMU CHCTEMaMHU.

B paznene [lonroroska «Pytoxen D111 2.0» x padote mpencrapiecHa HHPOPMAITUS O ACHCTBUSIX HEOOXOIUMBIX
JUIst o0ecrieueHus: KoppekTHoH padotel USB-TokeHa.

B pasgene TpeOGoBaHus K SKCIUTyaTallMd OMUCAHBI MEPHl MO OOECHEUEHUIO COXPAHHOCTH M HaJeKHOCTH
«Pytoxen OUII 2.0».

B pasnene OGHosnenue apaiieepoB «Pytoken DIIT 2.0» mis Windows omnucaH MOpsAA0K OOHOBICHHS
npaitBepoB «Pytoken DLII 2.0» mms Windows.

[Tpumenenne USB-Tokena npu padote ¢ cuctemMoii «iBank» paccMoTpeHo B pazaenax:

* Hcnonb3oBanne «Pytoken D111 2.0» mpu peructpanuu B cucteMe «iBank»
* Hcnonb3oBanue «Pyroken DIIIT 2.0» mpu BXoje B CUCTEMY KOPIIOPATHBHBIX KIIUECHTOB

* Hcnonb3oBanne «Pytoxen LI 2.0» mpu moamucu qokyMeHToB B IHTepHET-banke st KopropaTHBHBIX
KITUEHTOB

* IlonTBep:kneHue NokyMeHTOB B lHTepHeT-baHke /17151 4aCTHBIX KIIMEHTOB
* AnMUHHCTpHpOBaHUE Kiroueh D11

* Anmunuctpuposanue «Pyroken OLII 2.0»
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Oo0mmue cBeneHus

«Pytoxken OUII 2.0» mpencraBmsier coboil kommaktHoe USB-ycTpo¥cTBO ¢ ammapaTHOW peaiau3ainueit
poccuiickux cTaHnapToB 3MeKTpoHHOH moanvcy (11), mudpoBaHus U XeITHPOBAHHUS.

Puc. 1. Pyroken DI 2.0

«Pytoxen OIIII 2.0» mpemHasHaueH myis O€30TACHOM JBYX(AKTOPHOW ayTEHTH(MWKAIMHA TOJTh30BaTEIICH,
TeHEepaIiH U 3alIUICHHOTO XpaHeHUs Kirodel MudpoBaHus U KITIOUEH 3IeKTPOHHOM MOAMUCH, BBITOTHEHUS
mu(poBaHHUsS W MEKTPOHHOM TOAMUCH B CAMOM YCTPOWCTBE, XpaHEHUs MUPPOBBIX CEPTU(PUKATOB M HHBIX
JIAHHBIX.

«Pytoken DUII 2.0» nogaepxuBaeT:
» wuntepdeiic USB 1.1 u Bolie;
» USB CCID: pabota 6e3 ycTaHOBKHU ApaiiBEPOB YCTPOUCTBA B cCOBpeMeHHbIX Bepcusiax OC.

AnmnaparHas peanu3anysi KpUOTOrpauuecKux ajaropuTMOB (DIEKTPOHHOW MOANUCH, XeHI-QYHKUIUH U
mudpoBaHus) BHYTPH YCTPOUCTBA 00ECIIEUBACT:

* KOH(UICHIMATFHOCTH 00pabarsiBaeMoi HH(GOPMALIUK MTPU TIepeade U XpaHeHNH;
* IIENIOCTHOCTH 00padarsiBaeMoi nHMOpMAITHH;
* TMOATBEPKJCHUE aBTOPCTBA MOCPEICTBOM JIEKTPOHHOM MOATHUCH.

®opmupoBaane Il B coorBerctBum ¢ ['OCT P34.10-2001 u I'OCT P 34.10-2012 mpoucxomut
HETIOCPENCTBEHHO BHYTPH yCTpoiicTBa: Ha BXon «Pytoken D11 2.0» mpuHUMaET dIEKTPOHHBIA TOKyMEHT, Ha
BBIXOME BEImaeT D1l mox maHHBIM TOKyMEHTOM.

Kirou OI1 renepupyerca camum «Pytoken OLII 2.0», xpanutcs B 3amuiieHHoi namaru «Pytoken OLIIT 2.0»
W HUKOTJIa, HUKEM M HU IIPH KaKUX YCIOBHUAX HE MOXKET ObITh cunTaH u3 «PyTtoken DLIIT 2.0».

«Pytoken DUII 2.0» mmMeeT 3amuIIeHHYI0 00IacTh MaMATH, MO3BOJIIONIYI0 XPaHUTh M0 29-u xmroueit Ol
OTBETCTBCHHBIX COTPYAHUKOB OJHOI'0 MJIU HECKOJBKUX KIMCHTOB.

Ionnepxxa «Pytoken DI 2.0» oGecrieuena B cucreme «iBanky», Haunnas ¢ Bepcun 2.0.24 Ne96.
UcnonszoBanne «Pytoken DL 2.0» Bo3mMokHO B cinemyromux APM:

* HatepHeT-baHK A1 KOPIOPAaTUBHBIX KIMEHTOB;

* [[®K (Web);

* Odmnaita-bank;

» KopnopaTHBHEII aBTOKIHEHT;

» HnTtepHer-baHK U1 YaCTHBIX KIMEHTOB;

* AnmuHucTparop OaHka/Qunnana;

* OneparoHuCT;

* Cucrema ynpagieHusi KoHTeHToM (CMS);
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* Konrponp SIM-kapT KIHEHTOB;

* Omeparop cepBuca «Yary.

Bo3moxxHa omHOBpeMeHHass paboTa cpa3dy C HECKOJbKMMH NOAKIIOUEHHBIMUA K KOMITBIOTEPY YCTPOHCTBaMHU
(axtyanbHo mpu padote ¢ LDK).

«Pytoxen DIUII 2.0» obecrnieunBaeT NBYX(DAKTOPHYIO ayTEHTH(OUKAIMIO B KOMIIBIOTEPHBIX cucTeMax. Jlis
YCIICIIHOW ayTeHTU(UKAINU TPeOyeTcsi BBHIMONHEHNWE JBYX YCJIOBHA: 3HaHWs moib3oBarereM PIN-koma u
(m3nYecKoe HaTM9re CaMoTO yCTPOMCTBA. DTO 00eCIeunBaeT ropasio 6onee BHICOKUI ypOBEHb O€3011acCHOCTH
0 CPaBHEHHIO C TPATUIIMOHHBIM JOCTYIIOM TOJBKO MO MApOJIIO.

B «Pytoken DUII 2.0» peanu3oBanbl cieqyoMKe KpUNTOrpaguuecKie aropuTMbl:

* ITommepxkka I'OCT P 34.10-2001 u TOCT P 34.10-2012: reHeparuis KIIOYEBBIX MMap C MPOBEPKOM
KauecTBa, UMITOPT KIIIOYEBBIX Map, GopMIpoBaHHe U MpoBepKa MEeKTPOHHO# moanvicu. Cpok JIeHcTBHs
3aKPBITHIX Ktodel 1o 730 maei.

* Tlognepxxka TOCT P 34.11-94 u TOCT P 34.11-2012: BbIUuMCIICHUE 3HAYCHUS X3MI-QYHKIIUU TaHHBIX, B
TOM YHCIIE C BO3MOXHOCTEIO mociieayomiero oopmupoanwst D11,

* ITommepxkka 'OCT P 28147-89: renepanust u UMITOPT KiIroded mudpoBaHus, IHGPOBAHUE TAHHBIX
B peXHMMax MPOCTOW 3aMeHBbl, FTAMMHUPOBAHUS W TAMMHPOBAHHS C OOPaTHOM CBSI3bIO, BBIYHCICHUE U
MIpoBepKa KpUNTOTpadhuIeCKON KOHTPOIHHOM CyMMBI JaHHBIX (mMuTOBCTaBKU ['OCT).

* BripaboTka ceccnoHHBIX Kitouel (kimtoueit mapHoit cesizm): mo cxeme VKO GOST R 34.10-2001 (RFC
4357) 1 VKO GOST R 34.10-2012 (ITpotoxon TK26 No13 ot 24.04.2014 1), pacumdpoBaHue 1o cxeme
EC El-Gamal.

* Ilommepxka RSA: mommepxka kimtodeit pasmepom 10 2048 OwWt, TeHepalus KIIIOYEBBIX Tap C
HacTpanBaeMOU MPOBEPKON KauyecTBa, UMIOPT KITIOYEBBIX Map, (POPMHUPOBAHHE 3JICKTPOHHON MOJITHCH.

° FeHepauI/m IOCJICA0BaTCIbHOCTHU CHy‘IaﬁHBIX YHUCCII Tpe6yeM0171 JJINHBI.

OcHoBy «Pytoken OIII 2.0» cocTaBisieT COBPEMEHHBIM 3aIIUIICHHBIA MUKPOKOHTPOJUIEP M BCTPOEHHAs
3alIMLICHHAs IaMSTh, B KOTOPOH 0€30IacHO XPaHATCS JaHHbIE [10Jb30BATENIS: APOJIH, KIIOYH MH(POBaHUS U
MOATKNCH, CePTU(UKATHI U T.1I.

B cocraBe mukpokonTpoiuiepa couepxurcs CK3U, ceprudunmposannoe ®CTOK u ®Ch Pd:

* Ceprudurar DCTOK Ne 2592 ot 19.03.2012 1. — neficrBurenen qo 19.03.2018r.
* Cepruduxar @Cb PD per. Ne CD/124-2771 ot 25.12.15 . — aeiictBuTenen mo 25.12.2018r.

B cucreme «iBank» mnomnepxmuBaercs pabora USB-tokeHoB «Pytoken OUII 2.0» B cmenmanbHOR
KOH(UTypanuu, MpeJHa3HaueHHOM ISl KCIIOIb30BAaHHS NCKITIOUNTENBHO B cucTeMe «iBanky.

Kommnanmss «bU®UT» cormacoBama maHHy0 KOHUTypamuio ¢ mnpomsBoxureiaeM USB-TokeHoB
«Pytoxken OIII 2.0» 3A0 «AxtHB-cO(T», BCTpOWJIA MOMANCPKKY KOHPHUTYypamuu B cUCTeMy «iBank»,
mpoTecTupoBaiia cucteMy «iBank» Ha mpemmer coBmectumoctu ¢ USB-tokenamu «Pyrtoken DIIIT 2.0» B
JTAHHOM KOH(HUTYpaluy U OCYIIEeCTBIIIET MOMIEPKKY B cucteMme «iBank» USB-tokeHoB «PyTtoken DLIIT 2.0»
TOJIBKO B CTIEIMAIHHON KOH(PUTYpAITIH.

B nacrosimee Bpemst B cucteme «iBank» peanmzoBana nmopnepxkka USB-tokeHoB «Pytoken DLIT 2.0» co
CrennaNbHON KOH(PHUTYpauuei, IpuoOpeTeHHBIX Yyepe3 aBTopr30BaHHbIX nocTaBnkoB OO0 «BUOUT Mlata
Cexptoputny n/unn OO0 «BUDPUT 3O0» ¢ orpanndeHneM obiacTi npuMeHeHHus JaHHbIX USB-TokeHOB
TOJIBKO B cOCTaBe cucTeMbl «iBanky.

Hcnonp3oBanmne USB-tokenoB «PyTtoken DLIIT 2.0» ¢ HHEIME KOHPUTYpAIHSIMH W/ HITH IPHOOPETSHHBIX Uepe3
HE aBTOPU30BaHHBIX IMOCTABIIUKOB HEBO3MOXXHO BBHJY OTCYTCTBUS MOJIEPKKH PabOTHl TAKUX YCTPOWCTB B
cucteme «iBanky.



http://www.rutoken.ru/images/licenses/cert_fstek_2592.png
http://www.rutoken.ru/images/licenses/cert_fsb_124_2771.png
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IToaroroBka «Pyroken LI 2.0» k padore

Hacrpoiika nyis Windows

Hns monHonenHor pabotel «Pytoken DUII 2.0» HeoOX0AMMO yCTaHOBUTH JApaiiBep M MaHENb YIPaBICHUS
YCTPOMICTBA, C IIOMOIIBIO KOTOPOH OCYILECTBIAETCA:

* 3aganue PIN-koma nocryna K yCTpoiCTBY;
* ymOpapiieHUE NOJIUTHKaMu KauecTBa PIN-ko10B;

* (opMaTupoBaHHUE YCTPOHCTRA.

Buumanue!

Ilepen HauamoM yCTaHOBKH JpaiiBepoB pekomeHayetcs: orcoenuuuth «Pytoxen DUII 2.0» or USB-mopta
KOMITBIOTEPA.

YcraHoBka jpaiiBepa Moxet nonagoourcs it sepcuii OC MS Windows 2008R2 u Huxe.

Ju1g ycTaHOBKH JipaiiBepa HE0OXOAMMO 3arpy3UTh YCTaHOBOYHBIH (haiill, 3aITyCTUTH €r0 U CIIeJI0BaTh yKa3aHHSIM
Mactepa yctaHoBKu. [locie 3aBepiieHus nporecca ycTaHOBKU He00XoauMo noakiounTsb «Pyroken DLII 2.0»
K cBobogHoMy USB-nopry.

YcTaHOBOYHBIH (aiil MOXKHO MOJYYHTH C caiita paspadorunka «Pytoken DLII 2.0» komnanun 3A0 «AKTHB-
cop»:

e U1 64-OUTHBIX CUCTEM
Honnepxusaembie OC: MS Windows 10/8.1/2012R2/8/2012/7/2008R2/Vista/2008/XP/2003
e U1 32-OUTHBIX CUCTEM

Honnepxusaembie OC: MS Windows 10/8.1/2012R2/8/2012/7/2008R2/Vista/2008/XP/2003

3amyctuTe TporpamMMmy ycTaHOBKM ApaiiBepa «Pyrokern OIII 2.0» u criemyiite ee ykazanusMm. [lanee
NPE/ICTAaBICHB OCHOBHBIE JTambl paboThl MacTepa yCTaHOBKH (cM. puc. 2 — 4). Ilo ymomuanmio macrep
YCTAQHOBKH IpeUIaraeT CO3/1aTh SPJIBIK IS 3aIlyCKa ITaHeIH yIpaBIeHHs Ha pabodeM cToe.

fﬂ_ Apareepel PYTOKEH !E[ |

LPAVBEPbI PYTOKEH

Hauano YCTAHOBKHK

W Cozgate Ha Paboyem crone Apnsik
Manenwn ynpaeneHnna PyToken

Bepows: 4.0.5.0

Puc. 2. MacTep ycTaHOBKH ApaiiBepa



http://www.rutoken.ru/support/download/get/?fid=3
http://www.rutoken.ru/support/download/get/?fid=2
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JU1d TponoMKEeHHs yCTaHOBKHM JpaiiBepa HaKMHUTE KHOINKY YCTaHOBHTBL. HadHeTcs mporecc yCTaHOBKH
IpaiiBepa ¥ IaHeI! YIPaBIeHHs YCTPOMCTBOM (CM. pHC. 2).

ﬂ Apareepel P¥yTOKEH

OPAVBEPbI PYTOKEH

[NoxanyiicTa, nogoxauTe, npouecc
MOXKET 3aHATb HECKONLKO MUHYT...

Puc. 3. Macrep ycranoBKHM ApaiiBepa

Jamee HeoOXOAMMO IOXIAThCSI OKOHUAHHWS YCTaHOBKW JpaiiBepa (cM. puc. 3) W HaxaTh KHOIKY 3ak-
pPBITH (cM. puc. 4).

ﬂ Apaeepel P¥TOKEH

LPAVBEPbI PYTOKEH

YcraHoBKa JaBeplWeHa

3aKpeITh |

Puc. 4. Macrep ycTaHOBKH ApaiiBepa

[locne oxoHuaHuUs ycTaHOBKH JpaiiBepa monkitounte «Pyrtoxken DUII 2.0» x USB-nopty xommbrorepa. B
o01acTy yBeIOMIICHUH [TaHEeN! 3a/1a4 IOSIBUTCS COOOLIEHUE, CBUAETEIbCTBYOIIEE 00 0OHAPYKEHUU CUCTEMOI
HOAKJII0YEHHOI0 YCTPOMCTBA U TOTOBHOCTH €r0 K MCHOJIB30BaHHIO (CM. pHUC. 5).
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_ Rutoken XX
‘5@ ¥cranoeka gpaiisepa Ana yCTpoRCTEa yCNELIHD
3aBEpLUEHa.

Puc. 5. ITaneans 3aga4. CoolOuieHue 00 ycneuHoi ycTaHOBKe

Hacrpoiika qis Linux u Mac OC X

VYcranoBka npaiiepa 1ist «Pyroxen DI 2.0» B coBpemenHbix onepauuoHHbix cuctemax GNU\Linux (Bepcust
libceid me Huxe 1.3.11) m Mac OC X (Bepcus 10.7 u Bbite) He TpeOyeTcs.

«Pytoxen DLII 2.0» — aTo ycTpoticTBo mognepxkuBaromiee cranmapt CCID

B onepammonnsix cucremax GNU/Linux u1 Mac OC X 3a mognepxky crangapra CCID B pcsc-lite orBeuaer
Moxyns libceid

VY libceid cymecTByeT KOHMOUTYpAITMOHHBIA (aiin, comepiKaliuii omucaHue HISHTH(UKATOPOB YCTPOUCTB,
KOTOpPBIE TIPOBEPEHBI aBTOPOM libecid Ha COBMECTHMOCTB.

Brectu 3anmch o «Pytoken DL 2.0» B KoHPUTYypaunOHHBIN (aiiin MOKET mOTpeOoBaThCA:

* MONB30BaTeNsIM ycTapeBmux quctpudytnsoB GNU/Linux;

* mnomnb3oBarensiMm Mac OC X 10.6 Snow Leopard 1 nmpeapayiux BepCHid.

B Mac OC X xoHurypanvionsslii ¢aiin Haxoaurcs B /usr/libexec/SmartCardServices/drivers/
ifd-ccid.bundle/Contents/Info.plist

B GNU/Linux xoHurypannonusiii daiin o0braHO Haxoautes B /usr/1ib/pcsc/drivers/ifd-bundle/
Contents/Info.plist

3TO OOBIYHBIN TEKCTOBBIH (hailsl, KOTOPBI MOXXHO OTKPBITH JIIOOBIM TOCTYITHBIM TEKCTOBBIM PEJAKTOPOM H B
KOTOPBI HEOOXOMMO BHECTH U3MEHEHUS:

— B MaccuB <key>ifdVendorID</key> no6aButs <string>0@x0A89</string> (cmM. puc. 6).

<key>ifdvendorID</key>
<array>
| <string>0x0A8%</string> |
<string>0x08E6</string>
<string>0x08E6</string>
<string>0x08E6</string>

Puc. 6. Maccus <key>ifdVendorID</key>

— B MaccuB <key>ifdProductID</key> nobaButs <string>0x0030</string> (cm. puc. 7).
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<key>ifdProductID</key>
<array>
| ﬁstrinq}ﬂxﬂﬂ3ﬂ<fstrinq}|
<string>0x2202</string>
<string>0x3437</string>
<string>0x3438</string>
<string>0x3478</string>

Puc. 7. Maccus <key>ifdProductID</key>

— B MaccuB <key>ifdFriendlyName</key> nobaBute <string>Aktiv Rutoken ECP</string>
(cm. puc. 8).

<key>ifdFriendlyName</key>
<array>
<string>hktiv Rutoken ECP<K5tr1ng4

= L.J_J_ll'.:lkaCILlGJ_L.U k_'l'ClLl = L:'CGJ_ EJ_U‘x.f L.J_J_ lq}

Puc. 8. Maccus <key>ifdFriendlyName</key>

IIpoBepka padoTOCIOCOOHOCTH:

1. VcraHoBHTE YTHIMTY PCSC_Scan (0OBIYHO COMEPXKHUTCSA B makere pCsc-tools) u 3amycrure e€. Ecmu
YTUJIUTA BBIJIAET JJIMHHBIA JIOT, B KOTOPOM €CTh YIOMHHAHUE HYXHOTO YCTPOMCTBa, TO BCE B MOPSI-
ke (cM. puc. 9).

ubuser@ubuntu:~$ sudo pcscd -afddddd
[sudo] password for ubuser:
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
configfile.l:245:DBGetReaderListDir() Parsing conf directory: /etc/read
er.conf.d
configfile.l:287:DBGetReaderList() Parsing conf file: [etc/reader.conf.
d/libccidtwin

Cc
C
C
C

hotplug_libudev.c:258:get_driver() Looking for a driver for VID: 0x1D6B
: Ox0001, path: /dev/busfusb/fee2/eail

hotplug_libudev.c:258:get_driver() Looking for a driver for VID: 0x1D6B
: Ox0001, path: /dev/busfusb/fee2/eail

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox@E®F
: 0x0003, path: fdev/busfusb/feez/eez2

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox@E®F
: Ox0003, path: fdev/busfusbfeez/002

hotplug_libudev.c:258:get_driver() Looking for driver for VID: 0x1D6B
: Ox0001, path: fdev/busfusb/fe62/001

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox@E®F
: Ox0002, path: /dev/busfusb/ee2/ /083

hotplug_libudev.c:258:get_driver() Looking for driver for VID: ©x0A89
: Ox0030, path: /dev/busfusb/fee2/013

hotplug_libudev.c:258:get_driver() Looking for driver for VID: 0x0PA89
: 0x0030, path: /dev/bus/usb/ee2/013

Puc. 9. Ornagounsiii jgor aass GNU\Linux
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2. OcTraHOBHTE CEpPBUC PCSCd, €CITU OH 3amylieH. 3amycTuTe pecscd BpyYHYTO B OTJIQIOYHOM pexkume: # /usr/
sbin/pcscd -afddddd ecnu yctpoiicTBo paboTaer, TO MpH MOJKITIOYEHUH/OTKIIIOUEHUH BBl 3aMETUTE €T0
YIOMUHAHHE B OTJIa04HOM Jiore (cM. puc. 10).

MacBook-Fro-rutoken:~ rutukznslsudn arch -x86_64 Jusr/sbhin/pcscd —adfffff
JSourceCache/SmartCardServices_Executables/SmartCardServices-55185/src/PCSC/debugleg. c2222::DebuglogSetlevell} debug lewel=debug
/Sourcefache/SmartCardServices_Executables/SmartCardServices-55185/src/PCSC/pescdaemen.c:380:main() pescd set to foreground with debug send to stderr
fSourceCache/SmartCardServices_Executables/SmartCardServices-55185/src/PLSC/pescdaemon.c:389:imain() pesed set to fereground with debug send to stderr
fSourceCachesSmartCardServices_Executables/SmartCardServices=-55185/src/PLSC/pescdaemon.c:389:main() pesed set to foreground with debug send to stderr
c
[+

fSourceCaches/SmartCardServices_Executables/SmartCardServices-55185/src/PCSC/pescdaemen.c:3B9:main() pescd set to Tereground with debug send to stderr
fSourceCache/SmartCardServices Executables/SmartCardServices-55105/src/PCSC/pescdaemen.ci3B9:main() pescd set to fTereground with debug send to stderr
fSourceCaches/SmartCardServices_Executables/SmartCardServices-55105/src/PCSC/pescdaemon.ca5B5 imain() pesc-lite 1.4.@ daemon ready.
FSourceCachesSmartCardServices_Executables/SmartCardServices—55105/src/PLSC/ readerfactory.c:1545:ReaderCheckarchitecturel) Send respawn signal to pescd (pid=76664)
fSourceCachessmartCardServices_Executables/smartCardServices-55105/src/PCSC/pescdaemon.ciB78:signal_respawn{) Got signal to respawn in 32 bit mode
fsourceCaches/smartCardServices_Executables/smartCardServices-55105/src/PCSC/poscdaemon. ca294: 5VE5erviceRunLloopl) Preparing to exit...
/Sourcelache/SmartCardServices_Executables/SmartCardServices-55105/src/PLSC/ readerfactory,.c: 1847 RFCleanupBeadersy) entering cleaning function
fSourceCachesSmartCardServices_Executables/SmartCardServices—-551085/src/PCSC/debugleg. c:222:DebuglogSetlevell} debug lewvel=debug
/SourcelachesSmartCardServices_Executables/SmartCardServices-55185/src/PCSC/poscdaemon. c: 380 :mainl) pescd set to fereground with debug send to stderr
fSourceCache/SmartCardServices_Executables/SmartCardServices-55105/src/PCSC/poscdaemon.c2380:main() poscd set to foreground with debug send to stderr
JSourcefache/SmartCardServices_Executables/SmartCardServices-55105/src/PCSC/poscdaemen.c:389:main() pescd set to fereground with debug send to stderr
{SourceCache/SmartCardServices_Executables/SmartCardServices-55185/src/PCSC/pcscdaemon.c:389:main() pecscd set to fereground with debug send to stderr
fSourceCache/SmartCardServices_Executables/SmartCardServices-55185/src/PCSC/pescdaemen.c:380:main() poscd set to foreground with debug send to stderr
fSourceCache/SmartCardServices_Executables/SmartCardServices-55185/sro/PCSC/pescdaemon. 2585 main() pese-lite 1.4.8 daemon ready.
fSourceCache/SmartCardServices_Executables/SmartCardServices-55105/sre/PCSC/ readerfactory. . c:7BB:RFInitializeReader|) Attempting startup of |Aktiv Ruteken ECP 88 88 Psing
fSourceCachesSmartCardServices_Executables/SmartCardServices=-551B5/src/PCSC/ readerfactory.c:5A6:RFBindFunctions{) Binding driver functions

[
c
c
[

Puc. 10. Otaagounsiii Jjor aiast Mac OC X

YeranoBka onoanorexku rtPKCS11ECP ua MAC OC X

Hns paborer «Pytoxken OUII 2.0» B cucreme «iBank» na MAC OC X HeoOXOOUMO YCTaHOBUTH
kpocciarpopmennyro oudnanorexy rtPKCS11ECP, paboratouryto ¢ RSA u 'OCT-anropurmamu.

st ycTaHOBKM OMONMMOTEKM CKavYailTe YCTaHOBOUYHBIM (haiiin ¢ caiita paspadorumka «Pyrtokerm DLIT 2.0»
rxommaauu 3AO «AkTHB-codT»: YeranoBuuk ouomuorexu rtPKCS1lecp mmas MAC OC X.

3amyctute HHCTAISITOp OMbIHMoTeku. Ha skpane oToOpa3uTcs CTapTOBOE OKHO MHCTAIATOpa (M. puc. 11).

w YcraHoska PyTokeH =}

Nobpo noxanosaTs B YCTaHOBLWMK nporpaMmbl PyTokeH

JlaHHAR NPOTrPaMMa BEINONHWT YCTAHOEKY MOLYNER, HeoBX 0L MMbix
& BeegeHwne ANA KOppeKTHoW paboTe PyToked LN 8 Mac.

YCTaHoBKa NPOW3IBOAMTCA NO NYTH!

® Paamewenue /Library/Rktiv Co/

® Tvn yCTaHOBKKW

® YcraHoska Mpoun3soaunTens: KomnaHwWA «AKTMB»

@ OBaop OhruransHbIR CAHRT: http: /[ fwww.rutoken.ruf
Bepcua BuBnnoTeru: 1.4.5.0
Cny#6a TEXHHYECKOR hotline@rutoken.ru
noaAepKKun: http:/ fwww.rutoken.ru/hotline/

+7 (495) 925 77 90

© KomnaHua «AKTHes, 2012-2016. Bce npasa 3aWlMiLeHsl

Rutoken® ABNAETCA 3aPErMCTPMPOBAHHONR TOProBoR MapKoi
KOMMaHWKA aAKTHBR

Hasan | MNpoaonmwTts |

Puc. 11. Yeranoska PyToken. Beenenne

Jn1st IpomoIKeHUs M epexoia K Iary BpI0opa MecTa yCTaHOBKU OMOIMOTEKH (cM. puc. 12) HaXKMUTE KHOIIKY
poxonxursh.
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

[ N9 & YcraHoeka: PyToxeH o]

Buifop MecTa yeTaHOBKKW

o Beepedwve Kakum o6pasom Bel xoTHTe yeTaHoeWTe 3T0 MO?

@ PasmeweHune

Twvin yCTaHOBKM -
- YeTaHoOBWMTL ONA BCeX NoNb30BaTENnel KoMNbIoTEpa
YeraHoeka -

O63o0p

Ons yeTanosky aToro NO Tpebyetea 5,5 ME caoboaHoro MecTa.

Bol pewmnw yetaHoBuTts aTo MO ons Bcex Nnons3ceatenei sToro
KoMMblOTEpPa.

Ha3an

Puc. 12. YeranoBka Pyroken. Pazmemenne

Jlns onpesienieHus CIUCKa MONb30BaTeieH, I KOTOPBIX HEOOXOIMMO YCTAHOBUTL OHONMOTEKY, HAXKMHUTE Ha
COOTBETCTBYIOIIYIO CTPOKY OKHA.

Jia mpopoimkeHus M Tiepexofia K MIary BeIOOpa THIIa YCTaHOBKH JpaiiBepa (cM. puc. 13) Ha)XMHTE KHOIKY
IMponoxuTh.

800 ‘w YcTaHoeka PyToked &

CranpaprHas ycraHoeka Ha «HDD»

© BeepgeHune
& PaameweHne 3ra ycraHoBKa 3aimer 5,5 ME Ha aucke.
2 Tun yCTaHOBKKW HasmuTe «¥YcTaHOBUTE» ANA BLINOAHEHWA

CTaHAapTHOW ycTaHoekw aaddoro MO gna scex
nonb3oBaTeNemn aToro komneioTepa. Bee

® Obaop Nonb30BATENM KOMMBIOTEPA CMOTMYT NOML30BATLCA
3Tm NO.

® YcraHoBKa

- I |@| | Hasap | | Ycranosuts

Puc. 13. Ycranoska Pyroken. Tun ycranoBku

Jyis1 u3MeHeHusl mapaMeTpoB yCTAHOBKY HaxXMuUTe KHONIKY Hacrpoiika (cm. puc. 14).
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

8 00

s YcTaHoeka PyTokeH

O BeegeHune
2 PazmeweHune

& TN YCTAHOBKK

® YcTaHoBKa

® Ob63op

BbiGopouHan YCTaHOBKa Ha «HDD»

| MMa naxeta
™ Mogyns PKCS#11
™ Moanepwka CeAzKM Knioued
|| Noanepwka PinPad/SafeTouch

Tpebyercs mecta Ha gucke: 5.5 MB

-

Jedctane
OBHOBMTL
OBHOBMTL
MponycTUTL

Pasuep
4,8 MB
745 Kb
436 Kb

Ocranerca: 337,376

& 3 | CranpaprtHas ycraHoBska | | Hasaa | | YcranosuTs

Puc. 14. Ycranoska Pyroken. Hactpolika

YeranoBute 6ubmnoreky rtPKCS11ECP. [Ina storo ormersre komnoHeHT Monyis PKCS#11 u naxmure

KHOIIKY YCTAHOBHTb.

Ha skpane otoOpasutcs nHpopManms o Xoje mpolecca yCTaHOBKH (M. pHc. 15), mocie 3aBepiieH st KOTOPOH
HEOOXOAMMO TIepe3arpy3uTh KOMITBIOTEP JUIsi OOHOBJICHUSI CUCTEMHBIX (ailyioB. /)i 3TOr0 HAKMUTE KHOIKY

Mepe3arpy3urts (cM. puc. 16).

BeeneHve
PaameweHune
TvnN ycTaHOBKK

¢ Ycranoeka

O63o0p

'« YcTaHoBka: PyToxeH

YeTaHoBKka: PyTokeH

HacTpoiika YCTaHOBKM...

Puc. 15. YeranoBka PyTokeH. YcTaHoBKa
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

8 00 « YcraHoeka PyTokeH &

Yeranoeka Gbina yonewHo 3aBepilleHa.

O BeegeHune
2 PazmeweHune
& TN YCTAHOBKK

O ¥YcraHoBKa

© O63op YcraHOBKa npolusa ycnewHo.

MO yenewHo ycTaHOBNEHD.

HammunTe «lMepesarpy3nTbs ANA 3aBepLIEHUA YCTAHOBKM.

Hasan

Puc. 16. YeranoBka Pyroken. O630p

Jus xoppektHoit padotel «Pytoken DI 2.0» B java-ammuietax cuctemsl «iBank» HEoO0X0muMo ycTaHOBHUTH
oubnmorexy rtPKCS11ECP Bpyunyto. s storo:

1.

[Momyumnre OmOMMOTEKY C caiita paspabdorumka «Pytoken OIIII 2.0» xommannn 3A0 «AKTHB-COPT:
bubmmoreka rtPKCS11ecp mmst MAC OC X.

IMomectute ¢aiin librtpkcsllecp.dylib B karamor /Users/bifit/Library/Java/Extensions/
(ecnu ero HeT, HEOOXOAMMO co3aaTh Katayor /Java/Extensions/).
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PykoBoacTBO 110 pabote co cpeacTBOM Kpunrorpadudeckon 3amuTsl nHGopMmarun «Pytoken DI 2.0»

Pao6ora ¢ «Pyroxken IIII 2.0»

TpeOGoBaHus K IKCILIyaTALUH

«Pytoken DL 2.0» sBiseTcs 9yBCTBUTESILHBIM 3JIEKTPOHHBIM YCTPOMCTBOM. [IpH XpaHeHUH U SKCILTyaTaIlny
MTOJTE30BATENI0 HEOOXOMMMO COOIONATh psij MpaBW W TPeOOBaHWU, MPU HAPYIIEHWH KOTOPBIX YKazaHHOE
YCTPONCTBO MOKET BBIMTH U3 CTPOSI.

Crenyromue npaBuiia dKCIUTyaTalluy U XpaHeHHs: o0ecreuaT [UITENBHBINA CPOK CIIY>KOBI YCTPOMCTBA, a TaKkKe
COXPaHHOCTh KOHQHICHIMAILHONH HH()OPMALIMH MTOJIH30BATEISL:

ObeperaiiTe ycTpoiCTBO OT MEXaHMUECKUX BO3JACHCTBHH (YOapoB, MafeHUs, COTPACEHUs, BUOpalul U
T. 11.), OT BO3JCHCTBUS BHICOKMX M HU3KUX TEMIIEPATYP, arpeCCUBHBIX CPEll, BHICOKOTO HAPSHKEHHSL.

He nmpuiaraiite U3NUILIHNUX YCUIUHN OpU MOJCOEIUHEHUN YCTPOMUCTBA K IOPTY KOMIIBIOTEPA.

He nmomyckaiiTe momagaHusi Ha YCTPOWCTBO (OCOOGHHO Ha €ro pasbeM) MbUIM, TPS3H, BIArd U T. II.
IIpu 3acopeHun paspema NPUMHUTE Mephl OIS €ro O4YMCTKH. JlJI1 OYMCTKM KopIlyca M pa3beMa
YCTPOMCTBa MCIHONB3YHTE CyXylo Oe3BOPCOBYIO TKaHb. Mcmonp3oBaHHEe pacTBOPHUTENECH W MOIOIIUX
CPEZCTB HEAOILYCTUMO.

He pas6upaiite yctpoiictBo! Takue neiicTBUs MOTYT MPUBECTH K MOJIIOMKE KOPITyca, a TaKXke K mopye
WJIM TIOJIOMKE 3JIEMEHTOB ITEYaTHOTO MOHTaXa M, KaK CIIEACTBHE — K HEHaJeKHOW paboTe MIIN BBIXOAY
W3 CTPOs caMoro ycTpoiictBa. Kpome Toro, mpu 3ToM OyaeT yTpadeHa rapaHTHs Ha yCTPOWCTBO

Paspemaercs mogxmouats «Pytokern JLIT 2.0» Tonmpko K ucnpaBHOMY obopynoBanuto. [lapamerps
USB-mopra 10/1KHBI COOTBETCTBOBATH crienupukaiuu st USB.

He pexomenmyercs ucronp30Barh ANUHHBIE TMepexomHukn wian USB-xaOwel 6e3 AOMOTHUTEIHHOTO
MUTaHMs, TTOCKOJBKY HM3-32 ITOTO Ha BXOJ, NMPEIHA3HAYEHHBIA ISl YCTPOHCTBA, MOXKET TOAABATHCS
HECOOTBETCTBYIOIIEE HAIPSKESHNE.

3anpemaercs u3Biekars «Pytoken OULII 2.0» u3 mopra KOMIbIOTEpa, €CIM Ha yCTPOWCTBE MUTaeT
WH/IUKATOp, MOCKOJIBbKY 3TO 0003Ha4aeT paboTy ¢ TaHHBIMH, U MPEepbIBaHUE PabOThI MOKET HETAaTUBHO
CKa3aThCsl KaK Ha JaHHBIX, TaK U HA pa0OTOCIIOCOOHOCTH YCTPOUCTRA.

3anpemaeTcss OCTaBIATh MOAKIIOYEHHBIM K KoMibtoTepy «Pytoken DLII 2.0» Bo BpeMs BKIIIOYEHHS,
BBIKJTIOUEHIISI, TIepe3arpy3KH, yxoa B pexxuMsl sleep mim hibernate, ToCKoIbKy B 3TO BpeMsi BO3MOKHBI
nepenaabl HanpsbkeHus: Ha USB-nopre u, Kak ciencTBye, BEIXOJ yCTPOIMCTBA U3 CTPOSL.

He pexomennyercs ocraBnath «Pytoken OIII 2.0» moaxiIO4eHHBIM K KOMIIBIOTEpY, KOTJa OH HE
HCIIOJIb3YyEeTCS.

B ciyuae HemcnpaBHOCTH MM HeNpaBUIbHOTO QyHKITMOHNpOoBaHUs «PyTtoken DLIII 2.0» obpamaiitech
B BaI OaHK.

Buumanue!

* He nmepenagaiite «Pytoken DL 2.0» Tperbum nuuam! He coobmialite TpeTbUM UM MApOSH OT KITFOUYen
3JIEKTPOHHON moanucH!

* [Togxmmouaaiite «Pytoken SLIIT 2.0» k KOMITBIOTEPY TOJIBEKO Ha BpeMsl paObOTHI ¢ cHCTeMOM «iBanky.

* B ciiyuae yrepu (xuteHust) uinu nospexxaenus «Pyroken DUIT 2.0» HeMenaeHHO oOpaTHTECh B Balll OaHK.

Hcnoan3oBanue «Pyroxken LI 2.0» npu perucrpauun B cucreme «iBank»

[Iporuecc npeaBapUTENBLHON PErUCTpAIIM KOPIIOPATUBHBIX KIMEHTOB ocyiecTBisercs B APM «Perucrparop
AJ1s1 KOPIOPATHBHBIX KJIMEHTOB», OAHKOBCKUX COTPYAHUKOB — B APM «Perucrparop aisi 6aHKOBCKHX
COTPYAHHUKOBY!

1.

[Monxmouute «PyTtoxen DIII 2.0» k USB-mopTy kommbioTepa.
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

Jns peructparnum nonkiodnteck K MHTEpHETY, 3amyctute Web-Opaysep u mepeiinnte Ha CTpaHUIy IS
KITUEHTOB WIIH JIJIS1 COTPYAHUKOB OaHKa cucTeMbl «iBanky Bamrero 6aHka.

Ha ctpanuiie Bxoja KueHTOB BbiOepHTe MyHKT: Perucrpanus — [Moakiodenne K cucTeMe, Ha CTpaHHLE
BXOJIa COTPYAHUKOB OaHka — Perucrpauust win Onepaunonuct — HoBblii cOTpyTHHK.

B pesynbrare 3arpy3urcst cooTBeTcTBYOIUNA APM.

[porigute BCe 3Tambl peructpanui. Ha BOCbMOM mare (KOpIOPATUBHBIN KIIMEHT) WM HA TPEThEM Iare
(OaHKOBCKMIA COTPYIHHK) B KaueCTBE XPAaHWJIMINA KIIIOYCH BhIOEpPUTE M3 CITUCKA MYyHKT AMNMNapaTHOe
ycTpoiicTBo (cM. puc. 17, puc. 18).

Ecnn x «Pytoken DUII 2.0» 3aman PIN-kon, To mosiBuTcs okHO A5 BBoga PIN- xonma. Ykaxure 3HaueHue
PIN-kona nons3oBarerns.

iBank2 ana BusHeca

MNoakaoyeHre K cucTeme
lWar8 w3z 12.

Hoerld knou 301 gonskeH BTk 40D3BNEH B XPaHMAMLLE KAKOYEH,
B o4HOM XpaHWAWMWE MO¥ET COAEPR¥ATECA HECKONEKD KAKWeR 31,

¥rammTe NoAHEIR MyTe K @Ry 1MAKM CepMAHEIR HOMER annapaTHoOro YCrpoRcTea,
KoTopoe DyAeT MCNOAEZ0BATECA 4R FreHEpauMK kaodeid 301,

ECAW XpaHWAWLLE He CylLlecTEYeT, BydeT CO543H0 HOEDE.

ANNapaTHoe yTporaTen -

PyToken LM 2.0 (0922216834) BeiBpatk..

Puc. 17. «<utepHer-bank 1/151 kopnopaTuBHbIX KJueHTOBY. [IpenBapurensnas perucrpauus. llar 8 uz 12
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

iBank2 pna busHeca

Pervcrpauva HOBOMO COTPYAHKWEKA
lWar 3 n3 7.

Hoeeld kntou 301 gonxeH Beme A08AENEH E XPAHMAMLLE KAKIUER,
B odHOM XpaHMAWLLe MOKET COAER*ATECA HECKONEKD KAKUER 2.

¥Ea#WTe NOAHEIA MyTe K Gaiay MAK CepMAHEIR HOMER aNNapaTHOIO YCTPORCTES,
KOTOPROE BYAeT MCNOALE0BATECA 407 reHepaumy kaoded 0.

Ecnm xpaHaniLe He cyllecTeyeT, BydeT C0543HO HOBODE,

ANNapaTHoE ¥TPOWCTED M

PyToken 3LM 2.0 (0923216834)

Puc. 18. «Peruncrparop ans 6aHKoBCKUX coTpyAHuKoBY. [IpenBapurtensnas perucrpanus. lar 3 u3 7

Ha CICAYIOINUX MIarax perucTpanuu Bam H€06XOI[I/IMO YKa3aTb HAMMCHOBAHUE W IMApPOJIb K CO31aBacMOMY
KIIIO9Yy OIl. ﬂJ’IH TOBBIIICHUA YPOBHSA 0e30IMacHOCTH napoJist BOCHOJ'II:3yfITeCL CJICAYIOIIMMHU PEKOMCHAAIUAMMU

* TapOJib HE JOJDKEH COCTOATh M3 OMHUX HUDP;

¢ IapoJjib HC OOJIKCH OBITh CIHIIIKOM KOPOTKHUM U COCTOATH U3 CUMBOJIOB, HAXOAAMIUXCA HA OHHOfI JIMHHUHA
Ha KJIaBUaType;

* [apoJib JOJDKCH COJIEPKATh B ceOe KaK 3ariiaBHbIE, TAK M CTPOYHBIC OYKBBI, IU(PPHI ¥ 3HAKH TPETTHHAHHMS;

¢ IapoJjib HC JOJKCH OBITh 3HAYMMBIM CIIOBOM (Bame HMs, AaTa poKACHUSA, ACBUYbA q)aMI/IJ'II/IH KCHBI U T.,Z[.),
KOTOPOC MOXKXHO JICTKO HO,I[O6paTI> WJIK yraaatb.

B onnom «Pyrtoxen DI 2.0» moxxeT conepxarbes 10 29-u kinrodeit D11 0TBETCTBEHHBIX COTPYIHUKOB Pa3HBIX
KOPIIOPATUBHBIX KIIMEHTOB, O0CTYKHBAaEMbIX B pa3HbIX OaHKaX C pa3HBIMH SK3EMIULIpaMu cucTeMsbl «iBanky.

Buumanue!

HemnpaBunsHo ykazats mapois K kimtody OI1, kotopsiit Haxoautcs B mamsaTu «Pytoken DL 2.0», MoxxHO He
6omee 15 pa3 moapsn. [Tocme storo kimrou D11 610KkupyeTcs HaBcera.

HUcnonb3oBanue «Pyroken JIIII 2.0» npu Bxoae B cucrtemy «iBank»

Hns 3arpy3ku nopnepxuBaeMbix APM (cnmcok nmopnepxuBaeMbix APM cM. B pasmene OOmue cBeneHUs)
noaxiounTech Kk MHTEpHETY, 3amycture Web-Opaysep u mepeiiaure Ha CTpaHMIly Uil KIMEHTOB WM AJIS
COTpYAHUKOB OaHKa cucteMbl «iBank» Bamero 6anka.

[Monxmrounte «PyTtoken DI 2.0» xk USB-mopty kommbioTepa.

Ha crpanuiie Bxoa KOPIOPaTUBHBIX KIMEHTOB OaHKa BEIOEpUTE HEOOXOIAUMBIH ITyHKT:

* Bxon B HTepHeT-bank — BEIOpaTh 21IeKTPOHHYIO MOJIHNCE;
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

* Bxon B llentp @unancosoro Konrpos;
» 3amyctute npuwioxkenue OdrnaiiH-baHk U BBIMOIHATE CHHXPOHU3ALHUIO.
Wnu Ha cTpanue BXxoaa 6aHKOBCKUX COTPYIHUKOB BHIOEPUTE HEOOXOIUMBIH ITyHKT:
* OnepaloHUCT;
* AJIMHUHHUCTpATOD;
» Cucrema ynpaBleHUsI KOHTEHTOM;

» Koutponps SIM-kapT KIHEHTOB.

g Bxona B APM «Omneparop» cepBuca «Hat» nepeiante Ha CTpaHMIly BXOAA B CEPBHC.

Cmmcok xmroueit J11 koprmopaTHBHOTO KIIMEHTA MPEACTaBICH Ha puc. 19.

Hairri 3N (") 06HoBMTE  [g] BhiGepuTe daiin

PyTokeH SLIN 2.0 (09242716834}

Bacvnesea EM. . 3onoToe k0. (AD "Kpokyc’)

| ' [aHHElE 0BHOBATSA NS BX043 B CHOTSMY ( ’ [aHHEE 0EHOBATCA NOCAS BXOAA B CHOTEMY
JonoToe_kA.10. . Cobonee A.A

| ' [aHHElE 0BHOBATSA NS BX043 B CHOTSMY ( ’ [aHHEE 0EHOBATCA NOCAS BXOAA B CHOTEMY

CemaHOB_TeCTOBRIF_KNKY

| ' JaHHble 0BHOBATSA NOGNSE BXOAE B CHETEMY

Puc. 19. Cniucok kiaroueii 11

Bri6epute HeoOxoqumpIii kiarod D11, ykaxkuTe maposs K HeMy U HOKMUTE KHOIIKY e

ITpu WCmoNMBb30BaHKUHU aIapaTHOTO YCTPOiCcTBa, K KoTopomy 3amad PIN-Koj, MOSBIISIETCS TOJe TSk €T0 BBOJA
(cm. puc. 20).

Haiti 3N () 06HoBATL [ o] BbiGepuTe haitn

PyTokeH 3LIM 2.0 (0875320309)

, 5 PIN-KOA yCTpocTEA

Puc. 20. Cnucok kiaroueii II1. Beog PIN-koza

OxHo Bxon B cuctemy miist LIOK, corpynnukoB 6anka u oneparopa cepBuca «Har» npejcrapieHo Ha puc. 21.
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

Bxog B LdK (Web) Bxoa B APM "Onepatop" cepeuca "Yar"
Bxoa B LLPK

Thn XpaHuanwa: 5 M CD M T. L-IAT
ANNapPaTHOR yTRONCTEO M ANNapaTHoe YCTPORCTED -
TokeH:

0763253132 v Obroenty
0763253132 ~  OBHoewTe
K nrou: CnepaTop_KopnopaTHEHBX_KAHEHTOE -
Batoe_B.lA. (LK) h

Mapone

Maponk:

BoiTH

Hoewii knted 30 | Ynpaenenue knouatm 30

Bxopg B OnepauuoHUct (Web) Bxoa s CMS

iBankEA IBank ¥

CHUCTEME YNPABNEHWA KOHTEHTOM

ANNapatHoe yCTPORCTED -
ANNapaTHoe yCTPoAcED -
0763253132 > Obrosute
0763253132 ~ | OBuosuTe
Cynep_OnepaureHueT v TNaeHui_AnMuHMCTpaTop2016 -
Napoak
Bxoga

Hoewiii cotpyan | Hoewi kniou M | ynpaeaenue knioyann 31

Puc. 21. Oxno «Bxon B cucremy. AyreHtudukanus B iBank»

B sTOM OKHE HEOOXOANMO BBITIOTHHUTD CIEAYIONTHE NEHCTBHS:

* B mome Tunm xpanuaumia Beroepute AnnapatHoe ycrpoiicTso. B moe UnenTudpukarop otodpasurcs
cepuitHbId HOMep BeIOpanHoro USB-TokeHa.

* IIpu wucnonb3oBanun USB-tTokena, k koropomy 3aman PIN-kox, mocne BbIOOpa ycTpoiicTBa Ha
MpEIBIIYIIEM 1Iare nosBiserca okHo uid BBona PIN-koza.

* U3 crmmcka mons Kirou BeiOepure HamMenoBanue kimtoda OIl. Ykaxwurte Ilapoaws ams moctyma
K BbIOpaHHOMY Kjrouy. Ilpy BBOJAE Mapoisi YYHUTBIBAIOTCS SI3bIK (PYCCKUH/AHIIIMHCKUN) U PErHCTP
(3armaBHBIC/TIPONUCHBIC OYKBBI).

° I[J'ISI BXOJa B CUCTCMY HAXKXMUTC KHOIIKY BXO}.I.
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PykoBoacTBO 110 pabote co cpeacTBOM KpuITorpadudeckon 3amuThl nHGopmaruu «Pytoker D1IIT 2.0»

Hcnoan3oBanune «Pyroken LI 2.0» npu noanucu nokymentos B Untepuer-banke s
KOPIOPATHBHBIX KJIMEHTOB

[pu noamucu nokymenta «Pyroken DLII 2.0» ¢ kmouamu 11 1omkeH OBITH MOJKITIOUEH K KOMITBIOTEPY.

Ilocne BbIOOpa omepauuy MOANHMCH UIS AOKYMEHTA, IOAINHMCH KOTOPOTO IIPOU3BOAUTCA C ITOMOIIBIO
«Pytoxen DUII 2.0», otkpoercs okao Ilpexynpe:xaenue (cm. puc. 22).

MpedynpexieHue

Bbl ARACTEMTENEHD XOTHTE NOANHCATE 4OKYMEHT?

[MognmMeats OTneHa

Puc. 22. [Ipeaynpexaenue

Haxxmure xHonky Ilognucars.

IHoarBepxkaenue 1okymeHTOB B UHTepHeT-banke 1151 YaCTHBIX KJIHEHTOB

YacTHble KIHEHTHI MOTYT Hcnonb3oBaTh «PyToken OLIII 2.0» A moanucH 31€KTPOHHBIX TOKYMEHTOB CBOEH
OIl n1s oTHpaBKU TOKYMEHTA B OaHK.

[Hommucs nokymenta B IHTEpHET-baHKe M1 9aCTHBIX KIIMEHTOB OCYIIECTBISIETCS Ha BTOPOM IIIare IMOATOTOBKH
nokymenTa. [Ipu Haxxarnn kHOTIKM OTHPaBUTH B 0aHK Ha GopMe TOKYMEHTA TOSBUTCS AOMOTHUTEIHHBIH OJI0K
[oaTBep:kaeHue MJisA OTOPABKU B 0aHK (cM. puc. 23). [ MOAMHCH W OTHPAaBKH MOKYMEHTA BBITOJTHHUTE
CJIeAyIOIIUE AEHCTBUS:

1. B mone Cnocod moaTBep:KIeHUs 13 BBIAIAMONIET0 criicka Beioepute JII.

2. Toaxmounte «Pytoken DI 2.0» k USB-nopty koMIbl0TEpa — B M0JIE BBIOOPa YCTPOHCTBAa 0TOOPA3UTCS
CEpUIHBIM HOMED MOAKIIFOYEHHOTO YCTPONCTBA.

3. BeibGepute kirou D11, KOTOpEIM BB XOTHTE OANUCATH JOKYMEHT.
4. VYkaxuTe Mapoib K BeIOpaHHOMY Kitouy OI1.

5. Haxwmurte kHOnKy OTHIpaBUTH B OaHK.

MoaTeepXaeHe AN OTNPaBKU B BaHK

Cnocob NnoATEE pHAEHHA AN ~
BrifepuTe USB-TOKEH: BA3AS3H0019E42 ~ | OGHOBHTB
BrifepuTe Kniou: Hoepocenbler ~
Beegure napone: ssssns
PepakTHpORATL OTMeHa

CospaTh WatnoH

Puc. 23. UnTtepHer-Bank ist yacTHbIX KJaueHTOB. [loanuce nokymenrta JII kiuenra
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

AJIMUHHUCTPHPOBaHHE

AnmuaHcTpHupoBaHue kKiaroueit D11, xpausammxcs B mamsati «Pytoken DI 2.0», ocymecTisercs:

* KOPIOPAaTUBHBIMU KJIMEHTaMHU U COTPYIHUKAaMU IIeHTpa PruHAHCOBOTO KOHTpOJisi B APM «Perucrparop
JJIS1 KOpnopaTuBHLIX KJINeHTOB (Web)». J{ns Bxona B APM BrinonHuTe:

— HWarepuer-bank — Ha cTpaHHWIle BXola KIMEHTOB Oanka mepeinure Perumcrpamus —
AaMuHucTpUpoBaHue Kirodeii I1I;

—  Odmnaiin-bank — neperiaure B pasnen Kiaoun I — Aagmunucrpupoanue kiaioueii J11;

— II®K — na crpanurie Bxoaa kimeHToB 6anka nepeiinute Bxox B LlenTp @unancoBoro KonTpoJis
— Ynpasienne karodamu JI1.

¢* YaCTHBIMH KIIMCHTaAMHU B I/IHTepHGT-BaHKC JJIsL YaCTHBIX KIIMCHTOB,

» corpynHukamu OaHka B APM «Perucrparop nisi 6aHkoBckux coTpynHukoB (Web)». s Bxoma
B APM Ha cTpaHuile BXoAa COTPYIHHKOB OaHKa mepeianre OmnepamHoHUCT — YHpaBlieHHE
kouamu JI1.

KopnopaTruBHbie KIHEHTHI

1. 3amyctute cooTBeTcTBYIOINN APM.
2. VYkaxuTe THN XpaHWIAIa Kiodei D11 AnnmapaTHoe ycTpoicTBoO.

3. B moze BeIOOpa anmapaTHBIX YCTPOMCTB OTOOpa3UTCS CEPUHHBII HOMEpP MOAKIIOUEHHOTO K KOMIBIOTEPY
ycrpoiictsa. [Ipr He0OOXOIUMOCTH BBl MOXKETE BEIOPATh APYTo€ MOAKIIOYEHHOE YCTPOWCTBO, HA’KaB KHOIIKY
Bri6pars. [lon cepuitnpiM HOMepoM oToOpa3urcs cnucok kiroueit D1 (cm. puc. 24).

4. Bsibepurte irod OI1.

5. BriOepute HEOOX0OMMOE NEHCTBUE, HA’KAB COOTBETCTBYIOIIYIO KHONKY (BO3MOXKHBIEC ACHCTBHS C KITIOYaMHU
OII cMm. B pa3nene AnmuHHCTpUpoBanue kitoueit O11).

iBank2 pna busHeca

AAMWHACTPY pOBaHKe Katouel 311

YEAKMTE TWN ¥paHnaWla knodei 300
ko Ha aWcke

Pt -
®) AnnapatHoe ywCTpoRCTED

PyTokeH 2LM 2.0 (0923216834)

HavmeHoBaHWe KAOua

3onotoe ML Kpokyd)

Konwuedceo kAUel Ha annapatHom yopordaee: 1

CraeHmTe PIM Meyate CreHWTE Napont MNepenmeHoEaTE Yaanite

Puc. 24. Perucrparop. AaMunucTpupoBanue kiroueii 11
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YacTHbIE KJIHEHTHI

1. Tlepeitnute B paznen Hacrpoiikn — Kmroun II1.
2. loaxmounte «PyTtoken DL 2.0» x USB-niopty KommbroTepa.

3. Bribepute HeoOxoauMoe aercTBUE (CM. puc. 25).

iBank 1 &% FEropEropomde. [

rAABHAA NAATEXHW U NEPEBO OLI HCTOPKHA 0OBYYEHUWE

Erop Eropoeud E.

YEenomMneHua Mpodune Knoyn 30 MepcoHankbHbIE DaHHBIE

L B L e~ g

Coznatk SKCNOPTUPOBATE CMEHUTE Napoik CreHUTE PIN MepenmMeHoBaTE KK YOanuTe KA
cepTuuKar

English +7 8003339110 Mokynka  Mpoaaka MOBUMEHBIR BaHic E&HK B COLICETAX

USD  &a.00 63.00

CalT Sana support@bifit.com EUR 6800 72 00

JoxyMeHTalMA Texnopnepx Ka MNokazaTh Bee MobBunbHaR BepcuR
Puc. 25. APM «MHTepHeT-BaHK 17151 Y4aCTHBIX KJIUEHTOB». AAMHHHCTPUPOBaHue Kiaroueii D11

4. TlpomsoiaeT mepexon Ha CTPAHUILy C BBIOpaHHBIM JeicTBHEM. B mome BrIOOpa yCTpoiicTBa 0TOOpa3UTCS
CEpHIfHBI HOMEp MOAKITIOYEHHOTO K KOMITBIOTEpY ycTpoiicTBa. [Ipr He0OX0qMMOCTH BBl MOXKETE BBIOPATh
JIpyroe TOAKIIOYeHHOe ycTpoiicTBO. llox cepuitHBIM HOMEpPOM CTaHET AOCTYIeH chucok Kiroueit Ol
BEIOPAHHOTO YCTPOWCTBA, T/Ie HEOOXOIMMO BEIOpaTh TpedyeMblit Kirrod D11 v BRITOIHUTE COOTBETCTBYIOIIEE
nericTBre (BO3MOXKHBIC eiicTBHA ¢ Kirtodamu DI cM. B paznmene AnMuHHCTpUpoBaHne Kirtodeit DI1).

BaHkoBCcKHE COTPYAHUKH

1. 3amyctute cooTBeTcTBYIOINN APM.
2. VYkaxuTe THN XpaHmWIAIa Kiodei D11 AnnmapaTHoe ycTpoicTBoO.

3. B moze BeIOOpa anmapaTHBIX YCTPOICTB OTOOpA3UTCA CEPUHHBII HOMEpP MOAKIIOUEHHOTO K KOMIBIOTEPY
ycrpoiictsa. [Ipr He0OOXOIUMOCTH BBl MOXKETE BEIOPATh APYTro€ MOAKIIOYEHHOE YCTPOWCTBO, HAXKaB KHOIIKY
Bri6pars. [lon cepuitHeiM HOMEpOM 0TOOpa3uTes ciucok Kirodei JI1 B BHIOpaHHOM yCTpOHCTBeE.

4. Bsibepute kirod OII.

5. BriOepute HEOOX0OMMOE IEHCTBUE, HA’KAB COOTBETCTBYIOIIYIO KHONKY (BO3MOXKHBIEC ACHCTBHS C KITIOYaMHU
Ol cMm. B pa3zmene AnmuHHCTpUpoBanue kitoueit D11 ).
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iBank2 ans BusHeca

AAMWHUCTpUpOBaAHWE Katoueld 311

¥EammTe TN XpaHWAMWa kaded 300
Kntod Ha ancke

= -
(®) AnnapatHoe YT PORCTED

PyToked 2LM 2.0 (0923216834)

HaumeHoBaHWe Knwoua

fmpowHmyeHko AB._3

KleaHoE

KleaHoe 1.

Nurik_RY

KonwuecTeo kAKOYER Ha anNnapaTtHoM yTpoAcTee: 4

CraeHuTe PIMN Meuate CMEHMTE Napons MNepemmeHoEaTE ¥aannTe

Puc. 26. Perucrparop n1s1 6aHKOBCKHUX COTPYIHUKOB. AIMHUHUCTPHpOBaHHe Karoueii 11

AamunucrpupoBanue Kiarwoueit 11
BosmoxxHsI crienyrontue neiictust ¢ kiarodamu Ol
* [Ileuars ceprudukara kiroda mposepku D11 [22]
+ Cwmena mapois 1ig qocTyna K kiouay J11 [22]
» (CmeHa HaumeHoBaHus Kitoda DT [22]

* Vnanenue xmroua D11 [23]

Buumanue!

3amanne u cmeHa PIN-koma yerpoiictBa ocymectsisercs depe3 Ilanean ynpasiaenus «Pyroxen LI 2.0»,
KOTOpas yCTaHaBJIMBAETCs BMeCTe ¢ ApaiiBepoM yctpoictsa. [Ipu nonsiTke cMmeHuth PIN-kon ycTpoiicTBa U3
APM cucrems! «iBank» BbI1aeTcsi COOTBETCTBYIOIIEE MPEIAYPEKICHHUE.

IHeuaTts cepTudukara Kia04a nposepku 11

Bribepute B crmcke TpeOyembrii ximrod OIl m Hakmute kHOmKy Ileyars (4acTHBIE KIHMEHTHI — CCBUIKY
OKCIIOPTUPOBATh cepTUdUKAT). YKKUTE Maponb i goctyna kK kmoay OII. Haxwure xHOTKy IlpHHATH
(dacTHple KIHMEHTH — KHONKY JkcmoptupoBaTth B RTF). Jlamee oTkpoercss craHmapTHOE€ OKHO BBHIBOAA
JOKyMEHTa Ha I1e4ars.

CMmena nmapoJisi Ay goctyna K kiarouy 11

Bribepute B crmcke TpeOyemsblid kimtod Ol m Haxkmure kHONKY CMeHHTH Maposb (4acTHbIE KIMEHTHI —
ccbulky CMEHHTD aposib). YKaKUTE TeKyIui napoib kiroya Ol u aBax el HOBBIN maposb. HaxkMuTe KHOTIKY
[puHATH (YacTHBIE KIUEHTH — KHONKY CMeHHTDb napoJib). HoBelii mapons k kirody Ol Oyner yctaHoBIeH.

CMmena HauMeHoBaHud kiaroda JII

BribepuTe B cincke TpeOyemblii kiarod D11 u HaxxmuTe KHONKY [lepenMeHoBaTH (YacTHBIE KIIMEHTHI — CCBUIKY
[leperMeHOBaTh KJIOY). YKaXHTE Mapoib A AocTyna K kirouy DIl m HoBoe HanMeHoBaHue Kiroua OII.
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Haxmute kHonky IIpuHsITH (4acTHBIe KIMEHTH — KHONKY IlepemmeHoBaTh kJro4). HoBoe HanmeHoBaHue
kioua JI1 Oyner ycraHOBIIEHO.

Ynanenune karoua J11

Buunmanue!

Ecmm ximrou D11 ynamute n3 mamsta «Pytoken D111 2.0», BoccTaHOBUTH ero OymeT HeBo3MOXHO. [ToaToMy
VAATSATh MOYKHO KITFOUH, KOTOPBIE B TANILHEHIIIEM He Oy/IyT UCTIONB30BaThCs IPU paboTe ¢ CHCTEMOH (KITFOUH C
UCTEKIINM CPOKOM JICHCTBHS, CKOMITPOMETHPOBAHHbIE KITFOUH H T.1I.).

BriGepuTe B ciricke TpeOyeMblid kitod D11 v HaKMHUTE KHOTIKY YAAJIUTh (YaCTHBIE KIUEHTHI — CChUIKY YIAINUTh
KJII04). YKaxkute maposib i gqoctyna K kiarody OI1. Iocne naxarus kHonku IIpuHsTh (4acTHBIE KIMEHTHI —
KHOTIKY YaaJuTh KiIi04) kimou 11 Oyner 6e3B03BpaTHO ynaneH u3 XpaHWIUILA.

AamunucrpupoBanue «Pyroxen LTI 2.0»

AnmuauctpupoBanue  «Pyroken  OULII  2.0»  ocymectBiusiercss depe3 Ilanean  ynpaBieHusi
«PyTtoxen DI 2.0», koTopasi yCTaHABIMBAETCSI BMECTE C IPABEPOM YCTPOMCTBA.

Bo3moxns! ciaenyronue aerictus ¢ «Pytoken SLII 2.0»:

* 3ananue PIN-xoga noctyma [23]
* Hacrpoiixu nomutuk 6e3omacHoctd PIN-komoB [25]
» Paszonokuporka PIN-kona [26]

» ®opmaruposanue «Pyroken ST 2.0» [26]

Bce nelictBus ¢ yCTpOHCTBOM IOCTYIHBI TOIBKO MOCHE BBoAa KoppekTHoro PIN-koza.

Ilo ymonuanmio st «Pyroken IIII 2.0» ycTanoB/eHbl ciaenyomue 3HadeHusi PIN-konoB:
ITonp3oBarens: 12345678
Anmmvunuctparop: 87654321

3aganue PIN-kona nocryna k «Pyroken LTI 2.0»

Jnst obecrieueHust JOTIOIHUTEIBHOM 3aIUTHI OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K KirtouaM I, xpaHsmmMmcst
Ha «PyTtoken DIIII 2.0», peamu3zoBana BO3MOKHOCTE 3a7aBaTh PIN-kox moctyma k «Pytoken DI1IT 2.0».

[Tpu o6pamennu k «Pytoken SLII 2.0» ¢ 3aganHbM PIN-KO1OM OTCYTCTBYET BOZMOXKHOCTD ITOTYYEHUS CIIUCKA
kimouelt «Pytoken DL 2.0» u kakux-1mb0 ASWCTBUH C HUMU, 10 MOMEHTa BBOJIa KOppekTHOro PIN-Kkoza.

PIN-kom x «Pytoken JOIIII 2.0», ecmi OH yCTaHOBIICH, 3allpalllMBAa€TCsS Y TOIL30BATEINSA MPH BBITOJTHCHUH
CIIEAYIOIINX JICUCTBUM:

» ayreHtu¢ukanus B MutepHer-banke;
» oOpamienue Kk «Pyroken LI 2.0» B ciiydae ero OTKIIOUEHUS U IMTOCIEAYIOMIETO MOIKIIOUCHUS;
* oOpamenue k «Pyroken DLII 2.0» B xone agMuHUCTpUpoBaHUs Kitouer JlT;

* TIOAMUCH JOKYMECHTOB M CHHXPOHHU3AIIUs TaHHBIX ¢ OaHKOM BO BpeMs paboTel B Odiaiin-banke.

3aganue PIN-xoma ycrpoiictBa ocyuiectBisiercss uepe3 I[lanens ynpabieHusi PyTokeH, Koropas
YCTaHABJIMBAETCSl BMECTE C ApaliBEpOM yCTPOUCTBA.

3aryck MaHenu YIpaBlIeHHs MOXKHO OCYyIIecTBUTh, Hampumep udepe3 Ilyck/IIporpammbl/Rutoken/IIanens
ynpasienusi Pyroken. OTkpoeTcs 1aBHOE OKHO MPOrpamMMEl (M. puc. 27).
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¥ NaHens ynpaeneHa PyTokeH X|

A AMHHHCT PHPOESHHE |CE|:ITH¢IHKEITI:I I HacTpokik I 0 NpOrpaMMe I

T CYMTEIEATENM PYToOKEH

I!, Akkiv Rutoken ECP 0O j BeecTH PIN-k0A. .. |
~MHpoprauHA
@ MoKa3aTE CREASHHA 0 TOKEHE T R

~¥npaenedve PIN-ko4amH

I PaztnokMpoEaTe PIN-koA MNones0EsaTENA, PasBnokHpoEaTE |
@ Heobxo4HMEl NpaEa A0CTwYNa
A AMHHHCTpAaTOpa PyTokeH

% MzmeHHTE PIMN-Eo04 MNones0EaTena KK =MEHHTE. .. |

B AMHHHCTRAaTopa. Heobxo ikl
COOTEETCTEYHIWME NPaEa AOCTYNA

~ HMA TokeHa

" 3aAaTe HMMA ToKeHa, HeobxodMmel M5MEHHTE .. |
[~ &, COOTEETCTEYHIWME NPaEa AOCTYNA

B 'I'IIIFIMEITHFIDBEIHHE TOKEHa

121 MHMUMANHEHPOEATE GaRnNoEyYH) CHOTEMY M DOpMATHROBATE .. |
. ONPEAENHTE NONMTHIKH DES0NACHOCTH

TOKEHa, HeofxoauHeEl NpaBa A0CTYNa

B AMHHHCTpAaTOpa Py TokeH

O OTHEHA [[IEHMEHITE |

Puc. 27. lIaneas ynpasijenusi Pyroxen. 3akiiagka AIMHHHCTPHPOBAHUE

Hnst ayreHTHUKAINU B IporpaMme HaxxmMute KHOIKy BBectn PIN-koa... B oTkpriBiiemcs okHe (cM. puc. 28)
BbIOEpUTE TUM MOJIB30BATENSA, [0 KOTOPHIM HEOOX0IUMO paboTarh, ykaxute 3HaueHue PIN-kona u Haxxmmute
kHonky OK.

¥ Nanenb ynpaenexxs PyTo |

~BeeanTe PIMN-roa

CYHTEIBATENE
| Akt Rutoken ECP O =

¥ [MonezoEaTens

= A AMHHHCTRATOR
PIN-kO4

| EN

] 4 OTMEHA |

Puc. 28. Ilanens ynpaBienus Pyroken

Hnst cmensl PIN-kona B 61oke Ynpasienue PIN-kogamm Haxkmute KHONKY M3MeHUTH... B oTKphIBIIEMCS
OKHE JIBAXKIIbI yKaXKuTe HOBOe 3HaueHue PIN-koma (cM. puc. 29).
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3nauenne PIN-koza TOIDKHO COOTBETCTBOBATH ITOIUTHKAM O0€30IaCHOCTH.

"ﬁ MNaHens ynpasneHya P¥To il

—CMeHa PIMN-koga

BeeanTe HoBRIM PIN-roa ana Akkv Rutoken
ECP 0.

f* Monezoeament

() S AMAHHCTRaTaE

BeeaHTe HOBRIA PIM-oa,

I | !!J
MoATEERAMTE HOBRIA PIM-K0A

| EN

] | OTHEHS |

Puc. 29. [lanens ynpaBienusi Pyroken

Ha3znauennsiit PIN-kon1 ynaauTh Heb3s1, €10 MOYKHO JIMIIb CMEHUTD.

Brnumanue!

Hempasunsao BBecTn PIN-kox noctyna k «Pytoken DUII 2.0» moxHO He O6onee 9 pa3 nmoapsia. [locie sToro
«Pytoxen DI 2.0» 6mokupyeTcs A1 NCIIOTB30BAHUS U €70 MOXKET Pa30JIOKUPOBATH MTOJ30BATENb C TIPaBAMHU
aZIMUHHCTpPATOPA.

Hacrpoiiku nonutnk 6e3onacnoctu PIN-konos

ITonutuku koHTpons kadectBa PIN-komoB «Pytoken OIII 2.0» ucnosnp3yroTcs Ui MOBBILIEHUS YPOBHSA
nH(pOPMAITMOHHOM 6€301TacHOCTH.

nn

[To yporHto HanexxuocTH Bee PIN-kozab1 «Pytoken DLIIT 2.0» nenstes Ha Tpu kateropuu: ""cinadeie”, "cpennue”
u "HazgexHble". KputepueM Takoro AejeHus SBISIOTCS BeCOBblE KOA(P(UIMEHTH UCTIONB3YEMBbIX MOJTUTUK U
o6Omias (uaTerpayibHas) onenka PIN-kona. [Tons3oBarens «Pytoken LI 2.0» MoxkeT 3a1aTh HEOOXOUMOCTh
MOSIBJICHUS] HA AKPaHE NPEAYIPEIKAAONIEr0 COOOMEHHU TPpU MOMNbITKe cMeHUTh PIN-kon Ha "cinaOwrii" winu
"cpenuuit". Kpome Toro, eCTh BO3MOXHOCTB 3alIPETUTh HCITONb30BaHue ""ciiaboro" PIN-kona Ha TokeHe.

s xorTpOonst kauectBa PIN-komoB «Pytoxen DIIT 2.0» ncnonb3yroTces CIeAyONIie MOTUTHKH:
e MunumanpHag mmmHa PIN-kona.
» Jlmuna PIN-kona.
* Ilonutuka ucnons3oBanusa PIN-kozia, 3aJJaHHOTO 110 YMOJTYaHUIO.
* Ilonutuka ucnons3oBanust PIN-kona, COCTOSIIETO U3 OAHOTO MOBTOPSIIOIIETOCS CUMBOJIA.
* Tlonurtrka ucrnonb3oBanus PIN-koa, COCTOSINETrO TOJBKO U3 1UGD.
* llonutuka ucnonp3oBanus PIN-koja, COCTOSINETro TOIBKO U3 OYKB.
* Ilonutuka ucnons3oBanusa PIN-koga, copnazgatoiero ¢ npeasiayuuM PIN-kogoMm.

[Ipu ycranoBke npaiiBepoB «Pytoxen D11 2.0» 3HaueHs mapaMeTpoB MOJIUTHUK KOHTPOJIs kKauecTBa PIN-ko10B
YCTAHOBJICHBI I10 YMOJIYAHUIO.

[omuTnku koHTpOIST KadecTBa PIN-koa MOTYT OBITH M3MEHEHBI MTOJIb30BaTeNeM C TpaBaMH aJIMHHUCTPATOpa
yepe3 Ilanennb ynpasiaenus Pyroken.

Jnst u3MeHeHusl MONUTHK KOHTPOJS KadecTBa Iepeinnre Ha 3axinanky HacTpoKu naHenu ynpaBlICHHUS
Pytoken. B 6noke Ioauruku kadectBa PIN-kogoB Haxkmute kHOnKy HacTpoiika... OTKpoeTcs OKHO Kak
Ha puc. 30.
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PykoBoacTBO 110 pabote co cpeacTBOM KpuITorpadudeckon 3amuThl nHGopmaruu «Pytoker D1IIT 2.0»

MNonKWTHKK KayecTea PIN-Ko 06 il

[ ManHTHK
CunTaTe PIM-Koa +Ccnabbis NpH AMHHE MEHBILEH, Yan: il

v PazpewnTe ncnonezoeaHe FIMN-kKoga no yMondaHHm

v PazpewmTs PIN-K04, COCTOAWMA M3 0AHOMD NOETORAHIWErOCA CHMEONS
v PaspewmTs PIN-KOA, COCTOAMA TONBKD M3 LHEP
v PazpewnTe PIN-k0A, COCTOAWMA TONBKD H3 BYKE

v PaspelwmTs PIN-04, COBNaASHIWMA C NpEaElAYLLHH

MoEedeHHe NpM cHene PIN-KoAa

EcnW zaaaH «cnabeifs PIMN-koa: IHw-iero HE AENaTE j

Ecnmn 3aaaH «cpeaHuiz PIN-koa; IHqurD He AEnaTe j

3844aTkL Mo ’:.-'MDHHaHHI—Dl Ik I OTHEHA | I'IpnmeHnTbl

Puc. 30. IToantukn xayecrsa PIN-konoB

Hnst uzmenenus: Hactpoek B Onokax IMoauruku u IloBenenue mpu cmerHe PIN-kogoB ycraHoBute ¢maru
B COOTBETCTBYIOIIMX YEKOOKCax, BBIOEPUTE HEOOXOOMMBbIC 3HAYEHUS M3 BBIMAJAIONINX CIHCKOB M HAXXMHTE
kaonky OK. UtoObl 3a71aTh HACTPOWKHU TI0 YMOTYAHHIO, HAKMHUTE KHOTIKY 321aTh M0 YMOJTYAHUIO.

Pa3zo6aoxkuposka PIN-kona

Paz6mokupoBanne PIN-koga monp3oBarens «Pyroker DI 2.0» BHIMOTHIETCS B T€X CIydasx, KOTJa OH OBLT
3a0JIOKHPOBaH MOCIE ONPEIEIEHHOTO YHCIIa TIOCIe0BaTeNbHBIX HEYJAaYHbIX TONBITOK BBoAa PIN-kona.

P336J'IOKI/IpOBKy AOJIZKCH OCYHICCTBIIATDH MOJIB30BATCIIb C IPpaBaMu aIMUHUCTpPATOPA.

Brnumanue!

[Ipu BEIMONHEHNN Pa30IOKHPOBKH CYETUHK IMOMBITOK BBoa PIN-koma BoccTaHaBiIMBaeTCs B CBOE MCXOIHOE
3Ha4YeHWe, 3aJJaHHOe TIPH HHUIMANH3any TokeHa. COpachIBaeTCcs IMEHHO CUETUHK ITOTIBITOK, a He caMm PIN-
xon!

Hus paszonokupoBku 3anmyctute [lanens ynpasienus Pyrokena. Ha 3akmagke AAMHHHCTPHUPOBaHHE
Haxvute kHOnKy BBectm PIN-kox... B oTkpeiBiemcs okae (cM. puc. 29) BbIOepHuTe THI TOIH30BATENS
"AnmuaHcTpaTop", ykaxure ero 3HadeHue PIN-koma m Haxkmute kHomky OK 3areM HaxmuTe KHOIKY
Pa30snoxkupoBars.

HNanee HeoOxomumo ayTeHTU(UIUpOBaThess ¢ mnpaBamu "'Ilonb3oBarenss” W MPOMOIKUTH TOIBITKH
BoccTtaHoBJIeHUs1 3HayeHne PIN-koma. Ecnm caenars 310 He yAaeTrcs, TO MOXKHO JIHIIb OT(QOPMaTUpOBATH
«Pytoken DL 2.0» ¢ motepeit Bceli nHGOpMAIIMK Ha HEM.

®opmarupoBanue «Pyroxen I 2.0»

Buumanue!
®dopmaruposanue «Pyroken DLII1 2.0» mpuBoauT K MOTepH Beel nHPOpManwu Ha HeM!

y,I[aJ'ICHHaH I/IH(i)OpMaL[I/Iﬂ BOCCTAaHOBJICHHIO HC HO,I[HG)KI/IT!

Hns  opmarupoBanusi ycrpolictBa 3amyctute I[laneab ynpasienusi Pyroxena. Ha 3aknanke
AnmuHucTpupoBanue (cM. puc. 29) Haxmute KHonky BBectu PIN-koa.... B oTkpbIBIIEMcs OKHE BBIOEpHTE
TUI nosb3oBarens ""AgmMuHucTpaTop", ykaxure ero 3HadeHue PIN-kona n Haxxmute kHonky OK Haxmure
CTaBIleH aKTUBHOH KHOIIKY POpMaTHPOBaTh... B OTKpHIBIIEMCSI OKHE, €CITH HE TPeOyeTCsl TOMOHUTEIbHBIX
HacTpoek, HaxxmuTe kHonky Hauartse (cm. puc. 31).
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

E, ‘:PupmaTupuBaHue TOKEHa 3 5I

MMa ToKeHS I

rMonb30BaTENL  AAMHHHCTRATOR
V¥ Mcnonezoeare PIN-Koa no WHONHAHHHD; ¥ Mcnonesoeate PIMN-koa no YMOMHEHHHD
Hoekiid PIMN-k0A I [ —— HogkiH PIMN-koa I [ —
MoATEEPHAEHHE | e MoATEERHAEHHE | [——
MrHKMaNEHaA AnKHa PIN-Koaa I vl MkHKMaNEHaA AnKHa PIN-koaa I vl
MoneiTkEk BECAa PIN-Koaa i - MonelTEW BE0Aa PIN-Koaa i -

MonuTria crerel FIN-Eoaa NonesosaTens
&+ MonesosaTensm

" AAMHHHETRATORGHM

ManezoBaTensm 1
4 MHHHCTRATORaM
BHuraHKe! P oprdaTHpoBaHKE TOKEHS B
! E pesure [oneS0EaTent MoKeT
MNPWEECTH K MPORNEtdatd Ap
WHHUHANHEZAUMH TOKEHS Yepes

uHTeppelic PECSHTT
Hayatk I QTHEHS

Puc. 31. ®opmaTupoBaHne TOKeHa

Jyis mpooyKeHU s IOATBEPAUTE CBOM HaMmepeHus (CM. puc. 32).

Nanens ynpasneHua PyTokeH x|

"j BHuraHWE! He ¢OpraTHRYHTE TOKEH B BMPTYaNEHE CRE0as, Takky kak Whikarel 3To MOKET TpHMBECTH K HEOSPATHMEIM NOEPEHK AEHMAM NOrHYECKON CTPYKTYPEI TOKEHA!
-

BHuraHue! Boce ganHeie GyoyT yTHaToEHE. [1poaonsuTe?

OTteHa

Puc. 32. [Ipexynpexnenue

JloxxauTech okoHIaHMs popMaTupoBaHus (cM. puc. 33 - 34).

PyTaoked dhopraTHpye TCA

e Y BHuraHuwe! He oTknwyaidTe PyTokeH, noka
NPOUECE HE SaBEpWNMTCA

Puc. 33. [Ipeaynpexaenue

-
\]j) P OpMATHROESHME YCMEWHD ZAEEPLIEHD

Puc. 34. [Ipexynpexaenue

Buumanue!

Ecmmn omepanust ¢popmarupoBanus «Pyroken DL 2.0» ve Oymer 3aBepuiena («Pytoxen DLII 2.0» Oyner
OTKJIFOYEH, ITporpaMMa OyIeT MPUHYAUTENBHO 3aKphITa, MUTaHHE KOMIIbIOTEpa OyIeT BBIKIIOYCHO...), TO 3TO
NpUBEIET K HepaOOTOCIIOCOOHOCTH yCTPOICTBA.
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PyxoBozncTBo 1o pabdote co cpenctBom kpurnrorpaduyaeckoit 3ammutsl nHbpopmarmn «Pyroxen ST 2.0»

Ecnn nensBecren (3abnokupoBan) PIN-kog amMuHICTpaTopa, TO B OOIBITHHCTBE CIIyYaeB BBl BCE PABHO MOXKETE
ordopmarupoBars «Pytoken DUII 2.0» camoctositensno. [locne ucyepnanusi MONBITOK BBOJA KOPPEKTHOIO
PIN-koga anmuHHCTpaTopa KHONKa PopMaTHPOBATH CTAHOBUTCS JOCTYITHOM.

Oonosisienue apaiiBepoB «Pyroken I 2.0» aas Windows

[lepen Hawamom OOHOBIEHHWs IpaliBepoB pexoMmeHmyercs oTkmounth «Pyroxen DI 2.0» or USB-mopra
KOMITBIOTEpA.

3arpy3ure HOBYIO BEpPCHIO ITaKeTa JpaiBepoB ¢ caliTa pazpaboruuka http://www.rutoken.ru/support/download/
get/rtDrivers-exe.html

[onnepxusaemsie OC: MS Windows 10/8.1/2012R2/8/2012/7/2008R2/Vista/2008/XP/2003

3amycTute 3arpy>keHHbIH (aiin u cineayiiTe ykazaHUsIM MacTepa YCTaHOBKH (cM. puc. 35 — 37).

ﬁ Apaieepsl PYToKeH

APAVBEPbI PYTOKEH

MNepeycraHoBKa WKW yaaneHue

Puc. 35. Macrep ycraHoBKH JipaiiBepa

Hns mepeycraHoBkM JApaiiBepa HaxMuTe KHONKY IlepeycTaHOBMTB, [JIsl yajeHUd JipaliBepa ¢ KOMIIbIOTEpa
KHOTIKY YAAJMTh.

Hanee HEOOXOOMMO JOXKIATHCS OKOHUAHHS yCTAaHOBKH JApaiiBepa (cM. puc. 36) M HaXkKaTb KHONIKY 3aKPBITh.

? Apaleepsl Py ToKeH

APAVBEPbI PYTOKEH

Moxxanyiicta, NoAoXKAUTE, NpoLLecc
MOKET 3aHATb HECKONBKO MM HYT...

Puc. 36. MacTep ycTaHOBKH JpaiiBepa
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? Apaieepbl P¥yToken

APAVBEPbI PYTOKEH

YcraHoBKa 3aBepleHa

Sakpeme |

Puc. 37. Macrep ycraHoBKH paiiBepa
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